
DATA SHEET 

ADMINISTRATIVE FEATURES: 

• ACS Console: Manage ACS data 
administration with feature rich and 
intuitive user interface  

• Filter Rules: Configure event 
collection using 15 filter parameters  

• Current Data Collection: Use pre-
selected values for collection filter 
parameters  

• Partition Management: Manage 
partition settings, ACS event 
lifetime collection and partition 
growth 

• Configurable Archiving: Archive 
event data beyond the ACS Event 
Lifetime window.   

• Formatting and Storage: Specify 
file formats and offline storage.  

• Filter Display: Provide filters view 
for peer review and audit health 

 
REPORTING FEATURES: 

• IT Security Reporting: Create 
best practices based rapid, 
customizable reports 

• Compliance Reporting: Generate 
tuned reports for SOX, FISMA, PCI 
HIPAA  and other regulations 

• Very Large Database Reports: 
Reliably output reports on millions 
of event records  

• Report Usability: Produce 
summary, detail, forensic expanded 
detail, event comparison, percent 
occurrence and trend analysis 

• Contact Scoping: Target views 
and report with unique scoping 

• Intelligent Data Caching: Utilize 
eSCOP caching schema to enhance 
speed and manageability 

IT SECURITY EVENT 
MANAGEMENT & COMPLIANCE 
CONSOLIDATION 

The eSCOP™ administrative console 
provides an intuitive user interface 
designed for collection management, 
filtering, forensic analysis, archiving 
and multiple format report output.  

The  eSCOP™ name reflects the 
advanced enterprise-wide ability to 
focus your scope on mission critical 
IT security events.  

ECC eSCOP™ is the ideal tool for 
enterprise organizations with large 
data collection, reporting and 
archiving requirements. 

The eSCOP™ console categorizes IT 
security events to facilitate rapid 
management around industry best 
practice standards. ECC eSCOP™ 
also provides support for SOX, 
FISMA, HIPAA, GLBA and PCI 
regulatory compliance. 

ECC eSCOP™ consists of expert 
based modules that appropriately 
organizes  event collection and 
reporting. Security IT events are 
classified and archived around best 
practice standard structures. 
Auditing and reporting is consistent 
with recognized regulatory 
examination recommendations. 

ECC eSCOP™ centrally organizes 
archived event data in the ACS 
database and intelligently 
manages the information for rapid 
viewing, filtering, and reporting.   

FLEXIBLE, EXTENSIBLE DATA 
VIEWS & REPORTING 

System Center Operations 
Manager 2007 data warehouses 
collected information and utilizes 
SQL Server 2005 report services 
to provide standardize views. ACS 
provides the additional advantage 
of moving security information 
into a discrete database designed 
to maximize the validity of 
auditable event data.  

With millions of records easily  
collected and stored within the 
ACS, ECC eSCOP™ meets the 
challenge of rapidly extracting the 
information and provides flexible 
viewing and reporting as 
administrator defined.  The speed 
enhancements for viewing, 
transaction manipulation, and 
reporting is achieved through 
eSCOP™ unique indexing, 
database partitioning and 
caching.  

ECC eSCOP™ ships with over 100 
customizable management 

Enterprise System Center Operations Portal for ACS 
ECC eSCOP™ is an extensible and intuitive administrative console for System Center Operations 
Manager 2007’s Audit Collection Services (ACS). ECC eSCOP™ is designed to report, filter and archive 
extremely large, enterprise-wide security event log data repositories. Building on the ACS capability to 
collect and store terabytes of IT events, ECC eSCOP™ provides IT professionals with the tools to 
facilitate advanced, protected and discrete filtering, custom report generation, and logical archiving at 
unmatched speeds.   

Intuitive administration, expansive filters, archiving and  
security /health management with unmatched reporting speed 



reports built. The multiple format 
reports provides summary, 
detailed, and forensic expanded 
reports. Graphical representations 
include event comparisons, 
percentage and trend analysis. 

COMPETITIVE UNIQUE  
FUNCTIONS & FEATURES 

The eSCOP™ administrative 
console and advanced reporting 
system boosts of additional 
features that sets it apart as an 
outstanding System Center 
Operations Manager 2007/ACS 
solution: 

• Dynamic Collection and 
Viewing: In addition to long 
term archiving, eSCOP™ 
supports real-time monitoring 
built around defined security 
criteria and compliance 
requirements. 

• Structured and Unstructured 
Event Forensic Analysis: 

Administrators can perform event 
forensic analysis through eSCOP™ 
standard reporting structure or 
through administrator defined 
filtered reviews based upon such 
parameters as computer systems, 
users, domains, event type, date 
range, etc. The eSCOP™ expanded 
detail reporting generates the type 
extensive event information 
necessary to properly perform 
forensic analysis.   

• Out of the Box Compliance Oriented 
Rules, Views and Reports: The 
eSCOP™ collection and reporting 
schema arranges events into 
recognized families including Access 
Management, Audit Management, 
Contingency Planning, Identification 
and Authentication, and System and 
Network Management. 

• No Requirement for Special Agents 
or Unique Configuration: ECC 
eSCOP™ does not require special 
client agents or unique System 

Center or SQL Server schema 
configuration. eSCOP™ is installed 
and management around the same 
agents utilized by System Center 
and ACS. 

• Integrated Knowledge Base: ECC 
eSCOP™ provides extensive 
integrated information base on IT 
security events, industry best 
practice standards, and individual 
regulatory requirements. 

• Cross Platform Options: Working in 
association with industry partners, 
ECC can optionally extend event 
collection and analysis to other 
operating systems and network 
devices. 

• Multi-Language and Expanded 
Regulation Support Coming Soon: 
ECC is localizing multiple language 
versions of eSCOP™. In addition, 
ECC will expand the number of 
domestic and international 
regulations supported. 
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