eSCOP ACS INTERFACE AND REPORT EXAMPLES
REPORTING CONSOLE

TheeSCOP console is divided into foprimary segments: (1) the reporting information filtering interface
on the upper right; (2) the reatime multi-format review view panel on the bottom righ{3) the event best
practices framework; and (4) the generate report button.
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eSCOP ACS Report Console
Filter Information Sub Console

The eSCOP ACS Filter Information Sub Console permits the administrator to interactively filter against 22
primary parameters. When combined with the Event Configuration console, an admigitshn can

expand the filtering options by enabling or disabling specific parameters. The primary report parameter
filters include:

—FILTER INFORMATION
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Privilege Use
Detailed Tracking
Policy Change

Primary Sid:

Report Filter Selection Sub Conssl

e Begin Date Time

e End Date and Time
e Agent Computer

e Event Computer

e Source

e Categgory

e Header Sid



e Header User

e Header Domain
e Primary Sid

e Primary Domain
e Primary Logon ID
e Client Sid

e Client User

e Client Domain

e Target Sid

e Target User

e Target Domain
e Client Logon Id

Event Categorization Framework Sub Console

The eSCOP ACS Event Categorizattsamework organizes data into three logical groups in order to
streamline reporting review and analysis: (1) IT Security Best Practice/Compliance Event Categorization;
(2) Common Audit Scenarios Categorization based upon products; and (3) Event NumerietOrd
Categorization.
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Event Family Categorization Framework

ThelT security event collection framework mirrors the best practices structure recommended by the
National Institution of Science and Techriogy and incorporates other international standards. The
collection of events is accomplished around six primary event families, each with their own-farilies.
Within each subfamily, related IT security events are mapped. In the process of reportirtgg system
administrator may elect to report agent a sufamily or an individual event by highlighting the item and
running the filtered query.

A Access Control
e Account Management



e Account Enforcement

e Information Flow Enforcement

e Separation of Duties

e Least Rivilege

e Unsuccessful Login Attempts

e Session Termination

e Remote Access
Audit and Accountability

e Content and Auditing Reporting
Audit Storage Capacity
Audit Processing
Audit Monitoring, Analysis and Reporting

e Time Stamps
Identification and Authentication

e User Identification and Authentication
Device Identification and Authentication
Identifier Management

e Authenticator Management
System and Communication Protection

e Application Partitioning

e Denial of Service Protection

e Transmission Integrity

e Transmission Confientiality

e Network Disconnect

e Cryptographic Key Establishment
System and Information Integrity

e Security Verification Functions
Contingency Planning

e Information System Backup

¢ Information Recovery and Reconstruction

REPORT FORMAT SUB CONSOLE

The Report Fanat Sub Console supports the creation of different views of the queried filtered
information. By moving across the taband selecting Run Querythe system administrator will designate
the type of report view desired including:

> >y D> >

Event Detaild Text based pimary parameter event listing
Expanded Forensic Detad Expanded detail with all parameters
Summary Event Consolidatioh Consolidation of event activity
Event Comparison Chartd Bar chart grouping of events

Event Occurrence Percentage ChardsPie chat percentages
Event Trend Analysis Charts Event trend analysis over time
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Report Console View Samples

REPORT EVENT OUTPUT GENERATION

Once the desired query view is complete, the system administrator may output teport to SQL
Reporting services for enail distribution or archiving in such formats as Excel and PDF. This activity is
achieved by simply selection the Generate Report button. Once the report is generated, then
determine how the report is to saved or disbuted. Subscription services can be used to regularly
schedule the generation and distribution of the reports in the desired formats.

EVENT KNOWLEDGE BASE CONSOLE

Atany item the system administration can obtain extensive information about an individeslent. This
is accomplished by clicking on the target event from within the Report View Stdnsole listing.
Among the information that will be available includes:



[ EventDescription ]

=10l x|

Event ID: 528 Creation Time:  3/20/2007 11:18:51 &
Agent Computer.  ENTCERTA\ADSERVE Event Computer.  ADSERVER
Category:  Logon/Logoff Source: _acs_sic
Sid User Domain LogonID.
Header 5-1-5-21-17  Administrator ~ ENTCERT
Primary:  5-1-521-17  Administrator ~ ENTCERT 140411
Client: 5-1-5-21-17  ADSERVER$ ENTCERT o
Target: nfa n/a n/a
Description:
| -
Successful Logon:
SE_AUDITID_SUCCESSFUL_LOGON
Logon Type: 2
Source Network Address: 127.0.01
Source Port: 0 1l
Workstation Name: ADSERVER
Logon GUID: {193(95c-e471-51a3-177d-b29e2b78..
Caller Process ID: 376 -
«| | »
Explanation
-
Explanation :I

A logon session was successfully created for the user. The message contains

the Logon ID, a number that is generated when a user logs on to a computer. The
Logon ID is unique to that logon session until the computer is restarted, at which ﬂ
nnint the | anan IN man be reiced The | naon N can be nsed ta earelata 2

0K |

Event Description Sub Console




